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1. Purpose of Document

The purpose of this document is to provide instructions and steps to perform validation of approved
files with an approval PDF letter (List of Approved Plans) from CORENET X.

2. Prerequisites

This feature is only available on Netrust Digital Signer (NDS) version 4.1.4 and above.

In order to use these features, NDS requires the installation of Java 21 and above, installer included
in the installation package.

3. Steps to perform validation

3.1. Run the Netrust Digital Signer application
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3.2. Navigate to the folder containing the files to be validated

Using the Folders and Files selection, navigate to the folder containing the files on the left side of the
user interface.
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Click on the desired folder and the files in the folder will appear under the files selection area.

Al t
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Files
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3.3. Adding the files to Work Area

Double click on the desired files in the files selection area to add them into the Work Area

2V Net
Folders

B & - | e
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2 L, o AR . B X/l [\ 2?0
Refresh Sign Extract Check Plans Checksum Vaidate Signature Remove Clear Al Preferences Help About Exit
Work Area Signed/Extracted File Detads Area
Fie Name Fie Path File Size Fie Name il Peth Signing Time  Size
Plans (AR)#c  C:\Users\usemame\Desktop\Demo_NDS_A... 13689 KB
Plans (ME)fc  C:\Users\usemame\Desktop\Demo_NDS_A... 13689 KB
Plans (ST)fc  C:\Users\usemame \Desktop\Demo_NDS_A.. 13689 KB
Demo_NDS_Annex_Verification B1_STpdf Ci\Users\usemanme \Desktop\Demo_NDS_A.. 208 KB
Files
Name Size Type
8 B1_ST par 208 KB Adobe Acrobat ...
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Details
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3.4. Selecting the file(s) to be validated

Click on the desired file in the Work Area to perform validation on. You may validate up to 10 files at
once. In order to validate multiple files, hold on to the CTRL button and click on the file in the work

area to select multiple files.

:) Netrust Digital Signer ver 4.1.7.0
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Files
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3.5. File(s) validation

After selecting the desired files to be validated, click on the “Check Plans” button.

21 Netrust Digital Signer ver 4.1.7.0 = o X
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Refresh Sign Extract Verify Check Plans Checksum Validate Signature View Remove Clear Al Preferences Help About Exit
Work Area Signed/Extracted Fie Detais Area
Fie Name Fie Path Fie Sze FieName  Fie Path Signing Tme  Sze
Plans (AR)fc  C:\Users\usemame\Deskiop\"emo_NDS_A.. 3689 KB
Plans (ME)fc  C:\Users\usemame\Desktop\Dem |_NDS_A. 13689 KB
Plans (ST)fc  C:\Users\usemame\Desktop\Dem |_NDS_A. 13689 KB
B1_STpdf  C\Users\usemame\Desktop\Dem | NDS_A. 208 KB
Files
Name Size Type
(B B1_STpar 208 KB Adobe Acrobat ...
%) List of Approved Plans pdf 284 KB Adobe Acrobat ...
| Plans (AR)ifc 13689 KB IFC File
| Plans (ME).ifc 13.689 KB IFC File
| ] Plans (sT)ifc 13.689 KB IFC File Signer(s) Information / Plans Validation Resut(s)
| testerlog 56 KB Text Document a
User Information
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:¥ Netrust Digital Signer ver 4.1.7.0 - a
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Plans (AR) e C:\Users\usemame\Desktop'\Dema_NDS_A . 13689 KB
Plans (ME)fc  C:\Users\usemame'\Desktop'\Dema_NDS_A . 13689 KB
Plans (SThfic  C:\Users\usemame\Desktop'\Dema_NDS_A . 13683 KB
B1_STpdf C:\Users\usemame\Desktop'\Dema_NDS_A . 208 KB
Files
Name Size Type Verifying with list of approved plans
[ B1_STpd 208 KB Adobe Acrobat ...
4] List of Approved Plans pdf 2BAKB Adobe Acrobat ...
p Please select the list of approved plans for CORENET X
Hre winee nemm wcrm @ e
7] Plans (sT)itc 13.689KB IFC File Srers) bfomation 7 Pl
| testerlog 56 KB Text Document . .

User Information
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Thereafter, navigate to the folder containing the approval PDF letter (List of Approved Plans) from
CORENET X and select the file.
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After selecting the file, click on Open
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Validation will be carried out and the status will be shown in the “Signer(s) Information / Plans
Validation Result(s)” tab.

/)
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Plans (AR)fc  C:\Users\usemame \Desktop\Demo_NDS_A.. 13689 KB
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Once all the files are processed, the results will be shown in the same tab.

)
Folders

— 7 a;a
= 1 ¥ =75 #
Bl S oir
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Plang (ME)fc  C:\Users\usemame\Deskiop\Demo_NDS_A.. 13689 KB
Plans (ST)fc  C:\Users\usemame\Deskiop\Demo_NDS_A. 13683 KB
Demo_NDS_Annex_Vesification BISTpd  C:\Users\usemame\Deskiop\Demo_NDS_A . 208 KB
Files
Name Size Type
B B1_STpak 208KB Adobe Acrobat
(&) List of Approved Plans pdf 284 KB Adobe Acrobat
| Plans (AR} ifc 13689 KB IFC File
| Plans (ME) ife 13,689 KB IFC File
_| Plans (ST).ifc 13,689 KB IFC File Signesis) Information / Pians Validation Resultis)
|tester log 56 KB Text Document [Fie 1] Plans (AR) fc is approved in selected Annex_NParks latest_3 pof

[Fie 2] Plans (ME).fc is approved in selected Annex_NParks latest_3pd
[Fie 3] Plans (ST)fc is approved in selected Annex_NParks latest_3pdf

[File 4] Emor| Checksum of B1_ST pdf does not match any values in selected Annex_NParks latest_3 pdf
Signing Certificate of Annex_NParks latest_3 pdf: CN=Corenet X UAT, OU=nSignCore UAT, O=Corenet X. C=5G
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Upon successful validation with a signed file, the following message will be shown:

<Filename of file to be validated> is approved in selected <filename of List of Approved Plans>

Signing Certificate of <filename of List of Approved Plans> CN = <Signer details>

For example, if the file Plans (AR).ifc is selected to be validated with the approval letter List of
Approved Plans.pdf, the following message will be shown.

Plans (AR).ifc is approved in selected List of Approved Plans.pdf

Signing Certificate of List of Approved Plans.pdf: CN=Corenet X UAT, OU=nSignCore UAT,

O=Corenet X, C=SG
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When performing validation with an unsigned approval letter:

s\ Netrust Digital Signer ver 4.1.7.0 = =] X
Folders
2\ <&l v (38 (#) (B (8\X\|z %[22\
Refresh Sign Exiract Verit Check Plans Checksum Valdate Signature View Remove Clear All  Preferences Help About T
Work Area Signed/Extracted Fie Detals Area
Fie Name Fie Path File Size File Name Fie Path Signing Time  Size.

C\Users\usemame\Desktop\Demo_NDS_A
C\Users\usemame\Desktop\Demo_NDS_A

C\Users\usemame\Desktop\Demo_NDS_A
Demo_NDS_Annex_Verification _§ C\Users\usemame\Desktop\Demo_NDS_A

Files

Name: Size Type

B B1_STpd 208 KB Adobe Acrobat ___

[#] List of Approved Plans pdf 2B4 KB Adobe Acrobat

[ Plans (AR) ife 13689 KB IFC File

| Plans (ME) iic 13,689 KB IFC File

| Plans (ST)ife 13,689 KB IFC File Signeris) Information / Plans Validation Resuitis)

El taatar log EG KB Toxt Dooument Waming: The sekected Annex_NParks latest_3_unsigned pd dos not contain 3 valid digital sgnature. You may wish to contact CORENET X helpdesk to vefy the authenticty of the file
[Fie 1] Plans (AR ifc is approved in selected Annex_NParks latest_3_unsigned pdf
[Fée 2] Plans (ME) ffc: is approved in selected Annex_NParks latest_3_unsigned pdf
[Fée 3] Plans (ST) fc is approved in selected Annex_NParks latest _3_unsigned pdf

[Fie 4] Emor! Checksum of B1_ST.pdf does not match any values in selected Annex_NParks latest_3_unsigned pdf

User Information
N Token Info Token present
og
Token Logged In User : NA
Details

Certificate Expiry : NA

To warn users when selecting a unsigned approval letter, upon successful validation with a
unsigned file, the following warning message will be shown:

Warning: The selected <filename of List of Approved Plans> does not contain a valid digital signature.
You may wish to contact CORENET X helpdesk to verify the authenticity of the file.
<Filename of file to be validated> is approved in selected <filename of List of Approved Plans>

For example, if the file Plans (AR).ifc is selected to be validated with the approval letter List of
Approved Plans.pdf, the following message will be shown.

Warning: The selected Annex_NParks latest 3 unsigned.pdf does not contain a valid digital
signature. You may wish to contact CORENET X helpdesk to verify the authenticity of the file.

Plans (AR).ifc is approved in selected Annex_NParks latest_3_unsigned.pdf
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4. File Checksum generation

4.1. Navigate to the folder containing the desired files

Using the Folders and Files selection, navigate to the folder containing the files on the left side of the
user interface.

B}

Folders
7 5 a; z
z oy Ry B (@ w2 % 2 B
E RSy al B 1 g =5 H I
— = =) =) I—J — e Y Y e
Refresh Sgn Extract Verify Check Plans Checksum Valdate Signature View Remove Ciear Al Preferences Help About Exit
Work frea Signed/Extracted File Detais Area
‘ File Name File Path File Size FleName  Fle Path Signing Tme  Size
Demo_NDS_Annex_) i : : I
Files
Name Size Type
() B1_ST par 208 KB Adobe Acrobat ..
£ List of Approved Plans pdf 284 KB Adobe Acrobal .
[ Plans (AR)Hfc 13.689 KB IFC File
| Plans (ME).ifc 13689 KB IFC File
| ] Plans (ST).ifc 13.689 KB IFC File Siger(s) Information / Plans Vaidation Resbitis)
tester log 56 KB Text Document

User Information

Token Info : Token present
Infrogen  Looged In User : NA
Details

Certificate Expiry : NA

Click on the desired folder and the files in the folder will appear under the files selection area.

: p sy B @ x 2 % 2 B
2l <& B A - = g I
— =) Il el IS =) — = el ] ) s Uemm)
Refresh Sgn Extract Verify Check Plans Checksum Vakiate Signature View Remove Ciear Al Preferences Help About Extt
Work Area Signed/Extracted File Details Area
i Name File Path File Size Fle Name  Fie Path Signing Tme ~ Size
Demo_NDS_Annex_Vertfication
Files
Name Size Type
() B1_ST pa¥ 208 KB Adobe Acrobat
%) List of Approved Plans pdf 284 KB Adobe Acrobal ___
[ Plans (AR)ifc 13.689 KB IFC File
| Plans (ME).ifc 13.689 KB IFC File
| Plans (ST).ifc 13.689 KB IFC File Signerls) Information / Plans Vaidation Resultis)
testerlog 56 KB Text Document

User Information

Loo TokenInfo  : Token pressnt
InfToken Logged In User - NA
Details

Certficate Expiry : NA
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4.2. Adding the files to Work Area

Double click on the desired files in the files selection area to add them into the Work Area.

V) Netru:
Folders

Check Plans Checksum Vaidate Signature View

B =z % ?]0

Signed/Extracted File Details Area

7 a5z
=0 L #l - S
Refresh T Extract
Work Area
Fie Name Fie Path File Size
B1_STodf C:\Users\uisemanme \Desktop'\Demo_NDS_A.. 208 KB
Plans (AR)fc  C:\Users\usemame\Desktop\Demo_NDS_A.. 13689 KB
Demo_NDS_Annex_Verification
Files
Name Size Type
[ B1_ST pat 208 KB Adobe Acrobat ...
%] List of Approved Plans.pdf 2B4 KB Adobe Acrobat ...
[T Plans (AR).ifc 13.689 KB IFC File
| Plans (ME).ife 13.689 KB IFC File
L] Plans (ST)ifc 13689 KB IFC Fie Signer(s) Information / Plans Validation Result(s)
_|tester log 56 KB Text Document

User Information

L Token Info © Token present
InToken  Lovgedn User - NA
Details

Certficate Expry : NA

4.3.

File Name Fie Path

Signing Tme  Size

Selecting the file(s) to generate their checksum

Click on the desired file in the Work Area to generate their checksum. You may select up to 10 files
at once. In order to select multiple files, hold on to the CTRL button and click on the file in the work

area to select multiple files.

2V Netrust Digital Signer ver 4.1.7.0

Folders
7 22
= Fl P
A <& = al W e
Refresh Sign Extract
Work Area
File Name File Path File Size
B1_ST pf C:\lLsers\usemame?\Desktop\Dema_NDS_A
Demo_NDS_Annex_Verilication Plans (AR)fc  C:\Users\usemame\Deskiop\Demo_NDS_A
Files
Name Size Type
£ B1_ST pdf 208 KB Adobe Acrobat
%] List of Approved Plans pdf 284 KB Adobe Acrobat
[ Plans (AR) iic 13689 KB IFC File
|| Plans (ME) e 13689 KB IFC File

Check Plans Checksum Vaidate Signature  View

Clear Al Preferences  Help About Exit
Signed/Extracted File Details Area

File Name Fie Path

Signing Tene  Size

| Plans (ST).ifc 13,689 KB IFC File

Signerls) Information / Plans Validation Resuts)
T testerlog 56 KB Text Document

User Information
Tokenkfo - Token present
InfToken ~ LoggedinUser - NA
Details

Certficate Expiy - NA
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4.4. Checksum generation

After selecting the desired files to be validated, click on the “Checksum” button.

) Metrust Digital Signer ver 4.1.7.0

= a x
Folders
AW v B @x 2 %20k
2 Sl VO e ﬁ (5 |l
Refresh Sign Extract Verfy  CheckPlans Checksum Vaidate Signature  View Remove  ClearAl Freferences  Help About Exit
Work Area Signed/Extracted File Details Area
File Name File Path File Name File Path Signing Time  Size
! C:\Users'usemame \Dx
Demo_NDS_Annex_Verification ans (AR)fc  CiAlsers\usemame'D
Files
Name Size  Type
[£] B1_ST par 208KB Adobe Acrobat ..
(2] List of Approved Plans pdf 284 KB Adobe Acrobat ...
[0} Plans (AR) ifc 13689 KB IFC File
|| Plans (ME) fic 13689 KB IFC File
L] Plans (ST)ifc 13689 KB IFC File Signer(s) Information / Plans Validation Resulis)
testerlog 56 KB Text Document

User Information
Token Info - Token present
InfToken ~ Logged InUoer - NA
Details

Certificate Expry : NA

Once the process is completed, results will be shown in the “Signer(s) Information / Plans Validation
Result(s)” tab.

V! Netrust Digital Signer ver 4.1.7.0

- o x
Folders
7 ) . a; i :
aSuvE#s B X g x?2 0B
Refresh Sign Extract Verlly  CheckPlans Checksum Vaidate Signature  View Remove  ClearAl Preferences  Help About Exit
Work Area Signed/Btracted Fie Detals Area
File Name File Path File Size File Name: File Path Signing Time  Size
C:\Users'usemame \Desktop\Demo_ 208 KB
Demo_NDS_Annex_Verification ans (AR)fc  C:\Users\usemame'\Desktop\Demo, 13689 KB
Files
Name Size Type
5] B1_ST par 208KB Adobe Acrobat ...
[5) List of Approved Plans. pdf 284 KB Adobe Acrobat ...
[) Plans (AR)sfc 13689KB IFC Fle
|| Plans (ME) i 13.689 KB IFC File
L] Plans (ST)ifc 13689 KB IFC Fle Signers) Information / Plans Validation Resul(s)
ltesterlog S6 KB Text Document [Fie 1] Checksun of C-\Users wsemame \Deskiop'\Demo_NDS_fnnes B1_STpd i S1al 1 267236 78077283 2202522898 1460068633
[Fle 2] Checksu of C:\Users wsemame\Desktop\Demo_NDS_Annex_ \Plans (AR fc s 20047897 |ebad7ab 7a le223ElcT42d 1act 1625085 lede 5653
User nformation
Token Info - Token present
InfToken Logged In User : NA
Details
Certficate Expry : NA

Copyright © 2025 Netrust Pte Ltd. All Rights Reserved. Page 14 of 25



CORENET X - User Guide for Checksum Validation of Approved Plans using Version 1.8
NDS

Upon successful checksum generation, the following message will be shown:

Checksum of <File Path> is: <Checksum>

For example, if the file sample.txt on C drive and the checksum of the file is
688213asklddsfnm3241hb2j3, the following message will be shown.

Checksum of C:\sample.txt is: 688213asklddsfnm3241hb2j3
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5. Checksum QR generation

5.1. Enable the feature

Click on the “Preference” button

:Y Netrust Digital Signer ver 4.1.7.0 b [a} X

Folders = E S i - =S ) - =

e |ER2EFRF B [ E 7T
;::‘ Sign Extract Venfy  CheckPlans Checksum v«|m::’::a/::‘emx edv;:rw&::r:u Clear Al P’W Help About Exit

Files

Signerts) Information / Plans Validation Resultis)

User Information

T Token Info © Token present
|n/Toben | Logged nUser : NA
Details

Centificate Expiry : NA

Select Enable in the “Enable QR Generation” section and click on OK.
(:Y' Digital Signer Preferences

X
Login Preferences

(You will have to re-enter your onginal password )
Signing / Extraction Options
Signed/BExtracted Fles Location
() Select a folder before every “Sign" or “Bxtract” operation
(® In an "ent/_ent" folder at the same location as the onginal file

(O Put the Signed/Extracted Files in the following folder

o Enie] €O Dssbie O

[k ]/ conce

Copyright © 2025 Netrust Pte Ltd. All Rights Reserved

Page 16 of 25



CORENET X - User Guide for Checksum Validation of Approved Plans using Version 1.8
NDS

Once completed, a new “Generate QR” button will appear.

2
Folders

= [ Desktop - 7 ) ” a7 @ 2 & o H
2\ <G e (o 2 | # P«J ” S P N ! I 5

Cnd Gl Cnsd Gl Livmied nd . Aawnd,  wid . i G Connd Cind. sl i Cand
Refresh Sign Extract Verity Check Plans Checksum Vaiidate Signature Generate QR View Remove Clear Al Preferences Help About Ext
Work Area Signed/Extracted e Dais Area
Fie Name Fie Path Fie Size File Name 2 Sgring Tme ~ Size

Files

Name Size Type

Signer(s) Information / Plans Validation Result(s)

Token Info © Token present
InfToken Logged In User : NA
Details

Certficate Expiry : NA

5.2. Navigate to the folder containing the desired files

Using the Folders and Files selection, navigate to the folder containing the files on the left side of the
user interface.

2V Net
Folders

Ly g B B’ ® % =\ 2\[7T\/B

2 y gl a7 i o l)

E - Dira 2 for Y 4 H |
S [ O S | TSR i e il Rl Rt R Al Rl Rl ey
Refresh Sign Extract Verfy  CheckPlans Checksum Validate Signature Generate QR View Remove  ClearAll Preferences Help About Exit
Work Area Signed/Extracted Fie Details Area
Fie Name File Path File Size Fie Name Fie Path Saning Time ~ Size

Demo_NDS_Annex_Verification

Files

Name Size Type

B'I_SYpd 208 KB Adobe Acrobat ...

%) List of Approved Plans pdf 284 KB Adobe Acrobat ...

W Plans (AR)ifc 13,689 KB IFC File

j Plans (ME) ifc 13.689 KB IFC File

| Plans (ST)ifc 13,689 KB IFC File Signer(s) Information / Plans Valdation Resut(s)

|testerlog 56 KB Text Document

User Information

Tokennfo - Token present
InfToken | LoggedinUser & NA
Details

Certficate Expry - NA
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Click on the desired folder and the files in the folder will appear under the files selection area.

&3
Folders

<X v (# B B %X = S
2 : "N 207 o
E as ! Dirs =4 ; - < ¢ I
Refresh Sign Extract Verify CheckPlans Checksum Validate Signature Generate QR View Remove Clear Al Preferences Help About Exit
Work Area Signed/Extracted Fie Details Area
’ File Name File Path File Size Fie Name Fie Path Signing Time ~ Size
Demo_NDS_Annex_Verification
Files
Name Size Type
B B1_STpdl 208 KB Adobe Acrobat ..
2] List of Approved Plans pdf 284 KB Adobe Acrobat
[] Plans (AR)ifc 13,689 KB IFC File
|| Plans (ME)ifc 13,689 KB IFC File
_ Plans (ST)ifc 13.689 KB IFC File Signer(s) Information / Plans Validation Resut(s)
| tester log 56 KB Text Document

User Information
tog Token info : Token present
InfToken  Loggedin User - NA
Details

Certificate Expiry : NA

5.3. Adding the files to Work Area

Double click on the desired files in the files selection area to add them into the Work Area.

:V) Netrust Digital Signer ver 4.1.7.0

- 8 X
Folders
Fé K @ s
< [ oA # = ® B
£ Syl W nY':E 2 : @ ? |
Refresh Sign Extract Verify CheckPlans Checksum Validate Signature Generate QR View Remove Clear Al Preferences Help About Exit
Work Area Signed/Extracted Fie Details Area

’ Fle Name File Path Flle Size

FleName  Fie Path Sgning Tme Stz
BI_STadf  C:\Users\usemame\Deskiop\Demo_NDS_A.. 208KB
Demo_NDS_Annex_Verification Plans (AR)#c  C:\Users\usemame\Deskiop\Demo_NDS_A.. 13689 KB

Files

Name Size Type

(%) B1_ST pdf 208 KB Adobe Acrobat ..

2] List of Approved Plans pdf 284 KB Adobe Acrobat

] Plans (AR) iic | 13.689 KB IFC File

|| Plans (ME)ifc 13.689 KB IFC File

] Plans (ST)ifc 13,689 KB IFC File Signer(s) information / Plans Validation Resut(s)
| tester log 56 KB Text Document

User Information
ton Token Info © Token present
InfToken ~ LoggedinUser - NA
Details
Cetficate Expiry : NA
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5.4. Selecting the file(s) to generate the QR code

Click on the desired file in the Work Area to generate a QR code containing their checksum. You may

select up to 10 files at once. In order to select multiple files, hold on to the CTRL button and click on
the file in the work area to select multiple files.

1Y Netrust Digital Signer ver 4.1.7.0

= a X
Folders
@<L v RB# B B ®x2/%x/?2/ilb
Refresh Sign Extract feri Cm Checksum Vakdate Signature G:mﬂ View m Clear All P?:f:rTc:s v ‘m T
| Wodk Area Signed/Extracted Fie Detals Area
File Name File Path File Sze FleName  Fie Path Signing Time~ Size:
B1_STpdf C:\Users\usemame \Desktop\Demo_NDS_A.
Demo_NDS_Annex_Verification Plans (AR)fc  C:\Users\usemame\Desktop\Demo_NDS_A.

Files

Name Size Type

%) B1_ST paf 208KB Adobe Acrobat ...

%) List of Approved Plans pdf 284 KB Adobe Acrobat ..

[ Plans (AR).ifc 13,689 KB IFC File

|| Plans (ME) ifc 13689 KB IFC File
| Plans (ST).ifc 13.689KB IFC File Sinerts) Infommation / Plans Validation Resut(s)
| tester log 56 KB Text Document

User Information

Tokenifo - Token present
In/Token | LogoedinUser : NA
Details

Certficate Expiry - NA

5.5. QR generation

After selecting the desired files to generate the QR code, click on the “Generate QR” button.

:V Netrust Digital Signer ver 4.1.7.0

- a X
Folders
£ e (# B = b i B
- 1 27
8\ & e o 22 5 =% X2 AT
Refresh Sign Extract erify Check Plans Checksum Vakdate Signature Generate QR View Remove Clear Al Preferences Help About Exit
Work Area Signed/Extragse Fie DNs Aea
File Name File Path File Size File Nas Signing Time ~ Size
B1_STpdf C:\Users\usemame\Desktop\Demo_NDS_A... 208 KB
Demo_NDS_Annex_Vesification Plans (AR)fc _ C:\Users\usemame\Deskiop\Demo_NDS_A... 13689 KB
Files
Name Size Type
%) B1_ST paf 208KB Adobe Acrobat
= List of Approved Plans pdf 284 KB Adobe Acrobat ..
[ Plans (AR)ifc 13,689 KB IFC File
|| Plans (ME)ifc 13,689 KB IFC File
| Plans (ST).fe 13.689KB IFC File Signeris) Information / Plans Validation Resu(s)
|tester log 56 KB Text Document

User information
5% Tokenifo - Token present
InfToken ~ LoggedinUser & NA
Details

Cedificate Expiry - NA
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Once the process is completed, results will be shown in the “Signer(s) Information / Plans Validation
Result(s)” tab.

:Y Netrust Digital Signer ver 4.1.7.0

= a X
Folders
7 s
AL v s B B ®X 2 x ?20b
Refresh Sign Extract Verlfy ~ CheckPlans Checksum Vaidate Signature Generate QR  View Remove  ClearAll Preferences  Help About Ext
Work Area Signed/Extracted File Details Area
Fie Name Fie Path File Size File Name File Path Sgning Time  Size
‘ B1_STpdf C:\Users\usemame \Desktop\Demo_NDS_A_. 208 KB
Demo_NDS_Annex_Verification Plans (AR)fc  C:\Users\usemame\Desktop\Demo_NDS_A 13689 KB

Files
Name Size Type
+) BI_ST.pdf 208KB Adobe Acrobat ..
4] List of Approved Plans pdf 284 KB Adobe Acrobat ..
[ Plans (AR)sfc 13689 KB IFC File
| Plans (ME) ifc 13689 KB IFC File
|| Plans (ST)ifc 13.689 KB IFC File Signeris) Information / Plans Validation Resu(s)
tester log 56 KB Text Document

[Fée 1) Successfuly generated GR code of Checksum to C:\Users\usemame \Deskiop\Demo_NDS_Annex_Verfication\B1_ST pdf png
Checksum of C:\Users\usemame \Deskiop\Demo_NDS_Annex_Verfication\B1_ST pdf is: 91alde4eabBc0baf 1 Toe96dad3267adeb 7 m"agxzacasazasammsasn
[Fie 2] Successfully generated QR code of Checksum to C:\Users\usemame Desktop\Demo_NDS_Annex_Verfication\Plans (AR) fic

Checksum of C.\Uss\semameN\Desktop\Demo. NDS, Arnex, Verfication\Plans (R)£o s 455411 deass 2304 7897 IebaS7ab7a e22282c 7424 Tact 162908516 4c 5653

User information
165 Token info : Token present
infToken | loosedinlier < NA
Details

Certficate Expiry : NA

Upon successful generation of the QR code, the following message will be shown:

Successfully generated QR code of Checksum to <File Path of QR code generated>

Checksum of <FilePath of selected file> is: <Checksum of file>

For example, if the file sample.txt on C drive and the checksum of the file is
688213asklddsfnm3241hb2j3, the following message will be shown.

Successfully generated QR code of Checksum to C:\sample.txt.png

Checksum of C:\sample.txt is: 688213asklddsfnm3241hb2j3
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6. Validating Signature

This feature is only available on Netrust Digital Signer (NDS) version 4.1.7 and above.

In order to use these features, NDS requires the installation of Java 21 and above.

6.1. Navigate to the folder containing the desired files

Using the Folders and Files selection, navigate to the folder containing the files on the left side of the

user interface.

)
Folders

Demo_NDS_Annex_Verification

[

iles

1

Size Type

[~ B1_ST.pdf 208 KB Adobe Acrobat __
*] List of Approved Plans pof 284 KB Adobe Acrobat
[ Plans (AR)ifc 13,689 KB IFC File
| Plans (ME) fc 13,689 KB IFC File
| Plans (ST)ifc 13,689 KB IFC File

| testerlog 56 KB Text Document

Sigrier(s) Information / Plans Validation Resuit(s)

AL B B 2% 2?2 0Bk
TRefresh  Sign | Bdract  Very  CheckPans Checksm Valdate Signatwre  View  Remove  CearAl Preferences  Hep | Abost  Ext
‘Work Area Signed/Extracted Fle Details Area
File Name Fie Path Fie Size File Name File Path

User information
Tokenfo  : Tokenpresent
InfToken | ogged bUser : NA

Details
Certificate Expiry . NA
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6.2. Selecting the PDF to be validated

Select the PDF letter to move it to the workspace, eg an approval letter to be validated.

V! Netrust Digital Signer ver 4.1.7.0

- a x
Folders
Fd . ¥ =
A\<&w v @ (# B 3[X |2 /%[?]iB
Refresh Sign Extract Verity Check Plans Checksum Validate Signature View Remove Clear Al Preferences Help About Exit
Work Area Signed/Exiracted File Detais Area
Fie Name File Path File Size File Name File Path Signing Time  Size
List of Approved Plans pdf  C:\Users\usemame'\Desktop\Demo_ND._. 284 KB
Demo_NDS_Annex_Verification
Files
Name Size Type
[£ B1_ST pdf 208 KB Adobe Acrobat
[5) List of Approved Plans pdf 284 KB Adobe Acrobat ..
|| Plans (AR).ifc 13689 KB IFC File
|_| Plans (ME).ifc 13.689 KB IFC File
|_] Plans (ST)ifc 13.689 KB IFC File Signer(s) Information / Plans Validation Resuitis)
|testerlog 56 KB Text Document
User information
Token Info : Token present
InfToken Logged In User : NA
Details
Centficate Expiy : NA
. .
6.3. Select the signed PDF to be validated
Select the signed PDF to validate, you may select up to 10 files to be validated
2V Netrust Digital Signer ver 4.1.7.0 = a X
Folders
¥ 4 ; a : {
A& h v @ (# B 3 X\ |z\/x[?/]ib
Refresh Sign Extract i Check Plans Checksum Validale Signature  View Remove  ClearAll  Preferences  Help About Extt
Work Area Signed/Extracted Fie Detais Area
File Name File Path File Size File Name File Path Signing Time ~ Size
List of Approved Planspdf  C-\Users\usemame\Desktop\Demo_ND__ 284 KB
Demo_NDS_Annex_Verification
Files
Name Size Type
(5 B1_STpd 208KB Adobe Acrobat ...
[5) List of Approved Plans.pdf 284 KB Adobe Acrobat ...
[ Plans (AR).ifc 13689 KB IFC File
|| Plans (ME) e 13689 KB IFC File
] Plans (sT)ite 13,689 KB IFC Fie Signer(s) Information / Plans Validation Result(s)
. |testerlog 56 KB Text Document

User Information
Log Token Info - Token present
InfToken Logged In User - NA
Details

Cerificate Expiry : NA
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6.4. Validate Signature

Click on the Validate Signature Button

2V Netrust Digital Signer ver 4.1.7.0
Folders

Demo_NDS_Annex_Verification

Files

Name Size Type

= B1_STpdf 208 KB Adobe Acrobat ...
@l.iduh'uvmwdﬂwlp\i 284 KB Adobe Acrobat ...
__'] Plans (AR).ifc 13.689 KB IFC File

__'] Plans (ME).ifc 13.689 KB IFC File

__'] Plans (ST)ifc 13.689 KB IFC File

. |testerlog 56 KB Text Document

- a X
7 ) 5 o < \
A&, v BB X2 x 2?2 0B
Refresh Sign Extract Verlly  CheckPlans Checksum Validate Signature  View Remove  ClearAll Preferences Help. About Extt
Work Area Extracted File Detais Area
File Path Signng Tme Sz

File Name Fie Path File Si
List of Approved Plans pdf

C:\Users \usemame\Desktop\Dema_ND

Signer(s) Information / Plans Validation Resut(s)

User Information
Log Token Info - Token present
InfToken Logged In User - NA
Details

Cerificate Expiry : NA

Once the process is completed, results will be shown in the “Signer(s) Information / Plans Validation

Result(s)” tab.

V! Netrust Digital Signer ver 4.1.7.0

= a X
Folders
Z &) 5 83 B = 2?20 b
Bl <& )| g [ | # g X 2 %K . 1
Refresh Sign Extract Verify  CheckPlans Checksum Vaidate Signature  View Remove  ClearAl Preferences  Help About Ext
Work Area Signed/Exracted File Details Area
File Name File Path File Size File Name File Path Signing Time  Size
List of Approved Plans pdf  C:\Users\usemame\Desktop\Demo_ND_. 284 KB
Demo_NDS_Annex_Verification
Files
Name Size Type
[+ B1_ST paf 208KB Adobe Acrobat ..
&) List of Approved Plans pdf 284 KB Adobe Acrobat
[ Plans (AR) ific 13689 KB IFC File
| Plans (ME) ific 13689 KB IFC Fle
|| Plans (ST) e 13689 KB IFC File Signeris) Information / Plans Vaiidation Result(s)
_|testerlog 56 KB Text Document

[File 1) Successhuily vaidated the signature in the selected (List of Approved Plans pof) PDF fie
Signing Cestficate of List of Approved Plans pdi: CN=Carenet X UAT, OUsnSignCore UAT. O=Corenet X, C=5G

User Irformation
Log Token Info. : Token present
InfToken ~ LoggedInUser - NA
Details

Certificate Expiry - NA
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To warn users when selecting an unsigned PDF file, upon_successful validation of an unsigned file,
the following warning message will be shown:

Warning: The selected <filename > does not contain a valid digital signature. You may wish to
contact CORENET X helpdesk to verify the authenticity of the file.

:V Netrust Digital Signer ver 4.1.7.0

= (=] X
Folders
Fd ] =
2 | S~ T 7 % B
2| < ) [ [ = x £s|d
Refresh Sign Extract Verify Check Plans Checksum \Validate Signature  View Remove Clear Al Preference: Help About Exit
Work Are Signed/Extracted Fie Detais Area
Fie Name Fie Path Fie Name File Path Signing Time  Size
Demo_NDS_Annex_Verification
Files
Name Size
) Annex_NParks latest_3_all_comect_invalid_si.. 284 KB
{8 Annex_NParks latest_3_unsigned pdf 68 KB
& B1_ST pdf 208 KB
=] List of Approved Plans_pdf 284 KB
| Plans (AR) ifc 13.8BIKB | Soners) Information / Plans Validation Resut(s)
| Plans (ME).sfc 13.689KB | me 1] Waming: The selected Amnex_NParks latest_3_ unsigned pdf does not contain a vaid digtal signature. You may wish to contact CORENET X helpdesk to vesfy the autherticity of the fle.
| Plans (ST).ifc 13,689 KB
|testerlog 56 KB

G

User Information
Log Token Info. - Token present
InfToken ~ -ogeedIn User © NA
Details

Certficate Expry : NA

To warn users when selecting an signed PDF file with invalid signature(s), upon_successful
validation of a signed file with invalid signature, the following warning message will be shown:

Warning: The selected <filename > does not contain a valid digital signature. You may wish to contact
CORENET X helpdesk to verify the authenticity of the file.

Folders
Fd ) o P =
- 7l 2B F- @
R n.VIE A - 3 2 f S gs I .)
Refresh Sign Extract ferify Check Plans Checksum Validate Signature WView Remove Clear All Preferences Help About Exit
Work Area Signed/Extracted File Detais Area
File Name File Path FieName  File Path Signing Time~ Size
Arnex_NParks latest_3_all_comect_invaid_signpdf  C:\Users\usemame\Deskiop)
Demo_NDS_Annex_Verification
Files
Name Size
[ Annex_NParks latest_3_all_correct_invalid_si... 2B4KB |
| Annex_NParks latest_3_unsigned pdf 68 KB
= B1_ST pdf 208 KB
] List of Approved Plans pdf 284 KB
["| Plans (AR) ifc 13.689KB | Ggnaris) information / Plans Vaiidation Resultis)
L] Ptans (ME) ic 13.68IKB | o 1] Waming: The selected Annex_NParks Istest_3_all_comect_invalid_sign pdf does not contain a vaiid digtal signature. You may wish to contact CORENET X helpdesk to very the authenticity of the fle
| Plans (ST)ifc 13,689 KB
|testerog 56 KB

i

User Information
Log Token Info. : Token present
InfToken ~ -ogeedIn User - NA
Details

Cetificate Expiry : NA
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7. Common error

7.1. Checksum of file to be validated is not in the approval letter

Signeris) Information  Flans Validation Resultis)

[File 1] Emar! Checksum of tester log does not match any values in selected Annex_MParks latest 3 pdf
Signing Cerificate of Annex_MNParks latest_3 pdf: CM=Caorenet X UAT, OU=nSignCore LUAT, O=Corenet X, C=5G

If the approval letter (List of Approved Plans) does not contain the checksum of the file to be validated,
this error will be shown:

Error! Checksum of <Filename of file to be validated> does not match any values in selected
<filename of List of Approved Plans>

For this error, please do ensure that the correct file is selected to be validated against the correct
approval letter (List of Approved Plans).

7.2. Incorrect approval letter selected

Signen(z) Information / Plans Validation Result(s)

Waming: The selected 20230612_1116_Transport pdf does not contain a valid digital signature. You may wish to contact CORENET X helpdesk to verfy the authenticity of the file.
[File 1] Emor! Checksum of Plans (AR) fc does not match any values in selected 20230612_1116_Transport pdf

If an incorrect approval letter is selected, for example a random PDF file that does not contain any
checksum, the following error will be shown:

Error! Checksum of <Filename of file to be validated> does not match any values in selected
<filename of List of Approved Plans>

7.3. Other errors
If you encounter any other unexpected errors, please do take note of the following:

1) Error faced and screenshot of the error
2) Date and Time when you have encountered the error
3) Navigate to C:\ProgramData\Netrust Digital Signer and zip up the entire folder*

You may send an email to customersupport@netrust.net with the information obtained above and
attach the zipped file in the email for support.

* To see this folder, you may have to select the option in File Explorer to show hidden files
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